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A Message from the Investigatory Powers Commissioner, Sir Brian Leveson: 

I am immensely proud of all the work we have achieved this year and I am glad to have this opportunity to thank you all for your engage-
ment as my team has undertaken its work.  

September marked five years since the Investigatory Powers Commissioner’s Office was established. We have captured a few of our key 
achievements in this newsletter. It is always pleasing to look back and see how far we have come. Particular highlights for me include the 
efficient establishment of both IPCO and OCDA, the introduction of independent scrutiny of authorisations under the ‘double lock’ pro-
cess, the maintenance of our rigorous inspection regime throughout the pandemic to say nothing of the way that we have undertaken 
new responsibilities such as those under Schedule 3, the CHIS (Criminal Conduct) Act and the Data Access Agreement.  

You will have recently received a request for your annual statistics as we look to begin drafting our Annual Report for 2022. I am grateful for the work that goes into pre-
paring the responses, which are essential if we are to provide an accurate picture of how investigatory powers are used each year. But, before we get to that point, I 
hope you can all enjoy a break over the festive period and I wish you all a Merry Christmas and Happy New Year. 

Updates from IPCO: 

• Sir Brian Leveson and our Chief Executive attended the Five 
Eyes Intelligence Oversight Review Council in Washington 
in November. The Council brings together intelligence 
oversight bodies from Australia, Canada, New Zealand, the 
UK and the USA. Discussions were held around communi-
cations, inspection planning and methodologies, amongst 
other things. These provided useful insight and will be ex-
plored further with IPCO colleagues in the coming months.  

• Regulations relating to our oversight functions came into 
force on 8 December 2022. These have put on a statutory 
footing the Commissioner’s oversight of the Government 
Communications Headquarters (GCHQ) Equities Process 
and the National Crime Agency (NCA) and Metropolitan 
Police Service’s (MPS) compliance with The Principles re-
lating to the Detention and Interviewing of Detainees Over-
seas.  

• IPCO Inspectors recently presented at the College of Polic-
ing course for Authorising Officers, providing an insight into 
how we approach our oversight, the inspection process 
and some of the trends we identify through our work.  

• The Data Protection and Digital Identity Bill was introduced 
in the House of Commons on 18 July 2022. The Bill includes 
a provision to abolish the office of the Biometrics Commis-
sioner and transfer its casework functions, namely over-
sight of the National Security Determinations regime and 
functions under section 63F(5)(c) and 63G of the Police and 
Criminal Evidence Act 1984 (PACE), to the Investigatory 
Powers Commissioner. Full details can be found here. IPCO 
is in discussions with the Home Office and the Biometrics 
Commissioner about the transfer of these functions. Tran-
sitional information will be shared once the legislation is 
closer to Royal Assent.  

• The way we process errors changed in November of this 
year but we continue to receive errors to our former inbox. 
This can cause delays. Please send all errors to:           
Errors@ipco.org.uk. You will receive an automated mes-
sage acknowledging receipt of your email.   

• A request for your annual statistics was sent on 1 Decem-
ber. Please send completed returns to Info@ipco.org.uk by 
close of play on Tuesday 31 January 2023.  If you have any 
queries, please do not hesitate to contact us. 

• If you receive an FOI request for an IPCO inspection report 
of your organisation, you should bring this to the attention 
of IPCO’s Data Protection Officer at info@ipco.org.uk be-
fore making any disclosures. 

• If you wish to publish an IPCO Inspection Report, please 
ensure that you first contact IPCO’s data protection officer 
at info@ipco.org.uk. 

• We continue to publish our inspection statistics on our 
website, and we have a new Archive page for previous da-
ta. Please see here for more information. 

• We also now publish our Quarterly Newsletters. Please see 
here for our latest updates. 

Five Years of IPCO 

• IPCO was established by the autumn of 2017, adapting and developing the inspection regime of 
its precursor organisations. The ‘double-lock’ review, which was introduced by the IPA as a two-
stage approval process for use of the most intrusive powers, was then rolled out during 
2018/19.  

• OCDA became fully operational in 2019. This independent body considers nearly all communi-
cations data applications made by public authorities, a shift from when they were previously 
authorised internally by a senior official.  

• An independent team of experts, the Technology Advisory Panel (TAP), was established to ad-
vise IPCO on the impact of changing technology and how this relates to investigations.   

• IPCO introduced a nationwide compliance programme in 2019 to ensure data is handled, re-
tained and destroyed in a way that is compliant with enhanced requirements introduced to 
safeguard material acquired through the use of covert powers. 

• In 2019 revised guidance, commonly referred to as “The Principles”, was introduced to ensure 
that the sharing of information which might impact on the detention of individuals overseas 
meets UK human rights laws.  

• With the introduction of Schedule 3 to the Counter-Terrorism and Border Security Act 2019, 
IPCO Judicial Commissioners gained new responsibilities in 2021 to authorise the retention of 
confidential material obtained by law enforcement at the UK border to counter the threat of 
hostile state activity by certain members of the travelling public. 

• IPCO supported the National Police Chiefs’ Council with the drafting of the Error Reduction 
Strategy. This provides guidance for law enforcement to reduce errors involving the use of com-
munications data. 

• The Covert Human Intelligence Sources (Criminal Conduct) Act was introduced in 2021. This 
requires internal authorisation of potential criminal conduct of informants and undercover 
officers, with notification to Judicial Commissioners as soon as possible afterwards.  

• IPCO published whistleblowing guidance this year, “Disclosing information to IPCO”, providing 
a process for current and former staff at public authorities safely to raise concerns in relation to 
the potentially unlawful use of investigatory powers. 

• In October this year, a new agreement between the UK and USA came into force. The UK-US 
Data Access Agreement allows agencies directly to acquire data held by telecommunications 
operators in the other country’s jurisdiction for the purpose of investigating serious crimes, in-
cluding terrorism and child sexual abuse.  

Spotlight on…  

Police, Crime, Sentencing and Courts Act 2022 

Sections 37 to 44 of the Police, Crime, Sentencing & Courts Act 2022 (PCSCA) came into force on 8 No-
vember 2022. This provides public authorities with a further power to extract data held on electronic 
devices.  

Before action is taken, there must be a reasonable belief that information stored on the device will be 
relevant for one of three scenarios and satisfaction that the extraction of the information is necessary 
and proportionate to achieve the purpose.  

This raises matters that overlap with IPCO functions: 

The extraction of information from an electronic device may meet the definition of interception under 
s.4 IPA. A mobile phone, being part of a telecommunications system, will be interfered with and 
stored communications made available to law enforcement. 

Section 37 PCSCA will satisfy the definition under s.6 IPA as a lawful authority. However, given the 
power is premised on consent caution is advised to ensure lawful authority remains in place.To ensure 
any extraction of stored communications under s.37 remains lawful, it is essential that the criteria and 
procedures set out within the Act and the associated Code of Practice are fulfilled. A failure to follow 
these procedures correctly could result in a s.3 IPA offence (unlawful interception) being committed. 
Any extraction that has failed to comply with the requirements must be reported to IPCO as a relevant 
error. Further detail can be found in the Code of Practice. 
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