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Quarterly Newsletter: Summer 2022 

A Message from the Investigatory Powers Commissioner, Sir Brian Leveson: 

I have been pleased to see a new rhythm across the office, with IPCO teams increasingly inspecting or-
ganisations in person and participating in meetings face to face. I am proud of how the organisation is 
continuing to adapt its ways of working, and it was wonderful to gather together for an all-staff event 
last month – our first in person since before the pandemic. 

In May we welcomed two new Judicial Commissioners to the team. Sir Declan Morgan and Sir Peregrine 
Simon have each been appointed for a three-year term. In addition to these two appointments, the 
Prime Minister renewed the appointment of Lord Hughes, an existing Commissioner, for a second term 
until September 2024. 

In this edition of our newsletter, as you will see we have included information on our data assurance 
work and an example of good practice from Worcestershire County Council. We hope this will help those of you who may still have some way 
to go with putting the right safeguards in place and will assist anyone who would appreciate some tips towards achieving full compliance. 

 

Updates from IPCO: 

• We now publish our Quarterly Newsletters. Please see here for our latest updates. 

• If you receive an FOI request for an IPCO inspection report of your organisation, you should bring this to the attention of IPCO’s Data Pro-
tection Officer, at info@ipco.org.uk, before making any disclosures. 

• If you wish to publish an IPCO Inspection Report, please ensure that you first contact IPCO’s data protection officer at info@ipco.org.uk. 

• We continue to publish our inspection statistics on our website, and we have a new Archive page for previous data. Please see here for 
more information. 
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Spotlight on:  Data assurance 

Our most recent Annual Report sets out the steps we have taken to 

assess levels of compliance, across all public authorities, with the ad-

ditional safeguards on the handling of material obtained through the 

use of covert investigatory powers (introduced in the 2018 Codes of 

Practice).  

In 2020 we began inspecting organisations in this regard, prioritising 

those deemed higher risk by considering the nature of the public au-

thority, the covert powers available to it, the extent of use of the 

available powers and the amount of material likely to have been ob-

tained.  

We developed a set of principles to guide public authorities which, 

alongside minimum expectations set by the Investigatory Powers 

Commissioner, we then used as an inspection framework.  

We found that police and law enforcement agencies were actively 

working towards full compliance, but progress was mixed. Those who 

made significant progress introduced specific measures to address 

compliance, including a clear reporting structure, data mapping, esca-

lation routes, senior oversight and additional resource.  

At the beginning of the year, we developed an improved inspection 

structure; the assessment of data safeguards compliance is now inte-

grated into IPCO’s routine oversight regime and continues to be a pri-

ority for the Inspectorate. 

Case study:  Worcestershire County Council 

Worcestershire County Council (WCC) was inspected by IPCO in 
March 2022. WCC demonstrated compliance with the additional safe-
guards on the handling of material obtained through the use of covert 
investigatory powers. Discussions with key officers at WCC revealed 
the positive efforts undertaken by the council, which we would expect 
to see to ensure compliance, including: 

• WCC’s Trading Standards team revised its protocols in the light 
of changing data protection legislation and WCC’s RIPA Policy 
was updated accordingly. 

• Any material obtained using RIPA powers at WCC will form part 
of an investigation file and an entry in the retention schedule 
will record how material will be handled. WCC’s Legal Admin-
istration Officer, attached to Regulatory Services, will oversee 
this process for legal files and dispose of them appropriately. 

• Officers create an electronic investigation file at the outset 
where all electronic material is saved. This ensures that material 
is not held on emails, desktops or circulated widely, and also as-
sists the disclosure process. 

• WCC’s IT Service deletes email traffic that is more than two 
years old, so anything that may be needed for other functions 
has to be saved elsewhere. This helps to ensure copies of any 
sensitive information are not inadvertently held (although the 
measures outlined above also help to avoid this). 

• WCC’s Head of Regulatory Services ensures compliance with the 
above principles so that any data obtained is held securely. 

• Officers are made aware of the need to include in RIPA applica-
tions the detail of how any records will be stored. The relevant 
Head of Service will be responsible for ensuring this is done, 
should directed surveillance result in the production of digital 
information. 

• Whilst WCC does not operate its own CCTV systems, should such 
material be required for an investigation then it would be treat-
ed in the way outlined above. The holder of the original record-
ing would also be advised of the need to retain it as a third par-
ty, in line with the process for disclosure management.  
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